BARTON COMMUNITY COLLEGE

COURSE SYLLABUS

I. GENERAL COURSE INFORMATION

Course Number: NTWK 1058

Course Title: Networking Infrastructure

Credit Hours: 3

Prerequisites: Permission of instructor

Division/Discipline: WTCE
Course Description: 

The goal of this course is to teach a student how to install, manage, monitor, configure, and troubleshoot domain name services, Remote Access, Network Protocols, IP Routing, and WINS in a network operating system infrastructure. In addition, this course will teach the skills required to manage, monitor, and troubleshoot network address translation and certificate services. 
II. CLASSROOM POLICY

Students and faculty of Barton Community College constitute a special community engaged in the process of education.  The college assumes that its students and faculty will demonstrate a code of personal honor that is based upon courtesy, integrity, common sense, and respect for others both within and outside the classroom.

The College reserves the right to suspend a student for conduct that is detrimental to the College’s educational endeavors as outlined in the College Catalog.

Plagiarism on any academic endeavors at Barton Community College will not be tolerated.  Learn the rules of, and avoid instances of, intentional or unintentional plagiarism.

Anyone seeking an accommodation under provisions of the Americans with Disabilities Act should notify Student Support Services.

III. COURSE AS VIEWED IN THE TOTAL CURRICULUM

This course prepares students to pass the Microsoft MCP Exam 70-291—a core requirement on the MCSA (Microsoft Certified Systems Administrator) track for Windows 2003. This course is not designed for transfer but is designed for students in the career track in the Networking Specialist and Business Technologies program at Barton Community College. 

IV. ASSESSMENT OF STUDENT LEARNING/COURSE OUTCOMES

Barton Community College assesses student learning at several levels:  institutional, program, degree and classroom.  The goal of these assessment activities is to improve student learning.  As a student in this course, you will participate in various assessment activities.  Results of these activities will be used to improve the content and delivery of Barton’s instructional program.

Upon completion of this course, the student will be able to perform basic LAN workstation operating system functions including:

1. Planning the infrastructure for a Windows 2003–based network
2. Installing and configuring TCP/IP for cross-platform and Internet connectivity
3. Using Windows Internet Name Service (WINS) and Domain Name System (DNS) to resolve host names on local networks and the Internet
4. Deploying Dynamic Host Configuration Protocol (DHCP) to automate and centrally manage address configuration
5. Providing clients with Remote Access Services (RAS), including dial-up connectivity and virtual private networks
6. Sharing a single Internet connection on a small network with Network Address Translation
7. Helping secure network communications with certificates, Internet Protocol Security (IPSec), authentication, and encryption
V. COURSE COMPETENCIES
Upon completion of this course student will be able to:
1. Develop a network implementation plan

2. Recognize operating system considerations

3. Explain phases of deployment

4. Describe hardware considerations

5. Demonstrate how to manage client and server computers

6. Explain the benefits of TCP/IP

7. Describe the architectural overview of the TCP/IP protocol suite

8. Describe Transmission Control Protocol

9. Describe Internet Protocol (IP)

10. Manage NTFS Permissions

11. Configure and manage Active Directory User and Computer Objects

12. Implement and manage Active Directory Group Objects

13. Implement Group Policies

14. Explain Active Directory Replication

15. Explain Active Directory Service Administration

16. Analyze Network Monitor

17. Practice installing Network Monitor

18. Use Network Monitor

19. Manage Internet Information Services

20. Explain Public and Private Addresses

21. Explain How NAT Works

22. Describe NAT Processes in Windows 2003 Routing and Remote Access

23. Describe Additional NAT Routing Protocol Components

24. Install Internet Connection Sharing

25. Describe Internet Connection Sharing

26. Explain Internet Connection Sharing and NAT

27. Troubleshoot Connection Sharing (NAT)

28. Install and Configuring NAT

29. Explain Network Address Translation Design Considerations

30. Analyze Your Network Security

31. Use Event Viewer to Monitor Security

32. Explain System Monitor

33. Describe IPSec Monitor Utility

34. Identify Security Overhead

VI. INSTRUCTOR'S EXPECTATIONS OF STUDENTS IN CLASS

VII. TEXTBOOKS AND OTHER REQUIRED MATERIALS

VIII. REFERENCES

IX. METHODS OF INSTRUCTION AND EVALUATION

X. ATTENDANCE REQUIREMENTS

