
BARTON COMMUNITY COLLEGE

COURSE SYLLABUS
I. GENERAL COURSE INFORMATION 

Course Number:
      NTWK 1054

Course Title:

      Computer Forensics and Investigations

Credit Hours:

      3 

Division and Discipline:   WTCE
Prerequisite: 

      NTWK 1052 and NTWK 1053 Microcomputer Repair and                Upgrade 

Course Description:  This course covers topics related to criminal justice and computer technology and is, by its nature, a multi-disciplinary course. Since forensics is the use of science in a court of law; this course looks specifically at how one obtains evidence off of a computer and from network messages, preserving the evidentiary chain, and the legal aspects of the search and seizure of computers and related equipment/information

II. CLASSROOM POLICY 

Students and faculty of Barton Community College constitute a special community engaged in the process of education. The college assumes that its students and faculty will demonstrate a code of personal honor, which is based upon courtesy, integrity, common sense, and respect for others both within and outside the classroom.  

The college reserves the right to suspend a student for conduct, which is detrimental to the college’s educational endeavors. 

Plagiarism on any academic endeavors at Barton Community College will not be tolerated.  Learn the rules of and avoid instances of intentional or unintentional plagiarism. 

Anyone seeking an accommodation under provisions of the Americans with Disabilities Act should notify the instructor and the BCC enrollment specialist. 

III. COURSE AS VIEWED IN THE TOTAL CURRICULUM 

The main goal of this course is to provide the student with a comprehensive understanding of computer forensics and investigation tools and techniques.  You will learn what computer forensics and investigation is as a profession and gain an understanding of the overall investigative process.  All major personal computer operating system architectures and disk structures will be discussed.  You will learn how to set up an investigator’s office and laboratory, as well as what computer forensic hardware and software tools are available.  You will also learn the importance of digital evidence controls and how to process crime and incident scenes.  Finally, you will learn the details of data acquisition, computer forensic analysis, e-mail investigations, image file recovery, investigative report writing, and expert witness requirements.  The course provides a range of laboratory and hands-on assignments that teach you about theory as well as the practical application of computer forensic investigation.

The transferability of all college courses will vary among institutions, and perhaps even among departments, colleges, or programs within an institution.  

Institutional requirements may also change without prior notification. It is the student's responsibility to obtain relevant information from intended transfer institutions to insure that the courses the student enrolls in are the most appropriate set of courses for the transfer program.

IV. ASSESSMENT OF STUDENT LEARNING/COURSE OUTCOMES 

Barton Community College assesses student learning at several levels:  institutional, program, degree and classroom.  The goal of these assessment activities is to improve student learning.  As a student in this course, you will participate in various assessment activities.  Results of these activities will be used to improve the content and delivery of Barton’s instructional program.

1. Describe the terminology commonly used in the field of Computer Forensics.

2. Demonstrate the ability to perform a basic computer forensic analysis using computer    and network-based tools.

3. Describe the role of computer forensics in a criminal investigation. 

4. Articulate the laws applying to the appropriation of computers for forensic analysis, citing what laws are relevant and apply under what circumstances.

5. Describe the underlying concepts of how data is stored on computers and the general structure of the Internet.
V. COMPETENCIES

The course is designed to enable students to:

1. Describe the terminology commonly used in the field of Computer Forensics.

a. Identify Definitions of Computer Forensics.

b. Explain the types of Scientific Techniques to an investigative case.

2. Demonstrate the ability to perform a basic computer forensic analysis using computer    and network-based tools.

a. Compare the most common operating systems and what happens and what files are altered during computer startup

b. Explain how to prepare to acquire data from a suspect’s computer.

c. Explain how to recover image files on an evidence disk and examine image recovery tools, data compression, and restoring graphics.

3. Describe the role of computer forensics in a criminal investigation.

a. Process Crime and Incident Scenes by explaining search warrants

b. Identify how to record a crime scene and secure the evidence to be used in court.

c. Demonstrate how to set up your forensic workstation for a specific investigation.

4. Articulate the laws applying to the appropriation of computers for forensic analysis, citing what laws are relevant and apply under what circumstances.

a. Describe the basic principles of creating formal and informal reports for computer forensics investigations.

b. Explain the role of the expert witness.

5. Describe the underlying concepts of how data is stored on computers and the general structure of the Internet.

a. Explore Microsoft File Structures

b. Examine Disk Partition Concerns

c. Explain Internet Fundamentals

d. Determine Internet Protocols

VI. INSTRUCTOR EXPECTATION OF STUDENTS IN CLASS

VII. TEXT AND SUPPLEMENTARY MATERIALS USED IN COURSE

VIII. REFERENCES

IX. METHODS OF INSTRUCTION AND EVALUATION

X. ATTENDANCE REQUIREMENTS 

XI. COURSE OUTLINE
