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Notice

While reasonable efforts have been made to ensure that the information in this document is complete and accurate at the time of printing, Avaya assumes no liability for any
errors. Avaya reserves the right to make changes and corrections to the information in this document without the obligation to notify any person or organization of such
changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying mediums which may include product information, operating instructions and performance specifications
that Avaya may generally make available to users of its products and Hosted Services. Documentation does not include marketing materials. Avaya shall not be responsible
for any modifications, additions, or deletions to the original published version of documentation unless such modifications, additions, or deletions were performed by Avaya.
End User agrees to indemnify and hold harmless Avaya, Avaya's agents, servants and employees against all claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this site or documentation provided by Avaya. Avaya is not responsible for the
accuracy of any information, statement or content provided on these sites and does not necessarily endorse the products, services, or information described or offered within
them. Avaya does not guarantee that these links will work all the time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software. Refer to your sales agreement to establish the terms of the limited warranty. In addition, Avaya’s
standard warranty language, as well as information regarding support for this product while under warranty is available to Avaya customers and other parties through the
Avaya Support website: https://support.avaya.com/helpcenter/getGenericDetails ?detailld=C20091120112456651010 under the link “Warranty & Product Lifecycle” or such
successor site as designated by Avaya. Please note that if You acquired the product(s) from an authorized Avaya Channel Partner outside of the United States and Canada,
the warranty is provided to You by said Avaya Channel Partner and not by Avaya.

“Hosted Service” means a hosted service subscription that You acquire from either Avaya or an authorized Avaya Channel Partner (as applicable) and which is described
further in Hosted SAS or other service description documentation regarding the applicable hosted service. If You purchase a Hosted Service subscription, the foregoing
limited warranty may not apply but You may be entitled to support services in connection with the Hosted Service as described further in your service description documents
for the applicable Hosted Service. Contact Avaya or Avaya Channel Partner (as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES IF YOU PURCHASE A HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE
TERMS OF USE FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER THE LINK “Avaya
Terms of Use for Hosted Services” OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE
ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER"), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND
SUCH ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU MUST
NOT ACCESS OR USE THE HOSTED SERVICE OR AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED SERVICE. YOUR USE OF THE HOSTED SERVICE
SHALL BE LIMITED BY THE NUMBER AND TYPE OF LICENSES PURCHASED UNDER YOUR CONTRACT FOR THE HOSTED SERVICE, PROVIDED, HOWEVER,
THAT FOR CERTAIN HOSTED SERVICES IF APPLICABLE, YOU MAY HAVE THE OPPORTUNITY TO USE FLEX LICENSES, WHICH WILL BE INVOICED ACCORDING
TO ACTUAL USAGE ABOVE THE CONTRACT LICENSE LEVEL. CONTACT AVAYA OR AVAYA'S CHANNEL PARTNER FOR MORE INFORMATION ABOUT THE
LICENSES FOR THE APPLICABLE HOSTED SERVICE, THE AVAILABILITY OF ANY FLEX LICENSES (IF APPLICABLE), PRICING AND BILLING INFORMATION, AND
OTHER IMPORTANT INFORMATION REGARDING THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO, UNDER THE LINK “AVAYA SOFTWARE
LICENSE TERMS (Avaya Products)” OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE) UNDER A
COMMERCIAL AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES NOT
EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA CHANNEL PARTNER;
AVAYA RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR
WHOM YOU ARE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER"),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE
(“AVAYA").

Avaya grants You a license within the scope of the license types described below, with the exception of Heritage Nortel Software, for which the scope of the license is detailed
below. Where the order documentation does not expressly identify a license type, the applicable license will be a Designated System License. The applicable number of
licenses and units of capacity for which the license is granted will be one (1), unless a different number of licenses or units of capacity is specified in the documentation or
other materials available to You. “Software” means computer programs in object code, provided by Avaya or an Avaya Channel Partner, whether as stand-alone products,
pre-installed on hardware products, and any upgrades, updates, patches, bug fixes, or modified versions thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that hosts a software application to be accessed by multiple users. “Instance” means a single copy of the Software
executing at a particular time: (i) on one physical machine; or (ii) on one deployed software virtual machine (“VM”) or similar deployment.

License type(s)

Designated System(s) License (DS). End User may install and use each copy or an Instance of the Software only on a number of Designated Processors up to the number
indicated in the order. Avaya may require the Designated Processor(s) to be identified in the order by type, serial number, feature key, Instance, location or other specific
designation, or to be provided by End User to Avaya through electronic means established by Avaya specifically for this purpose.

Concurrent User License (CU). End User may install and use the Software on multiple Designated Processors or one or more Servers, so long as only the licensed number of
Units are accessing and using the Software at any given time. A “Unit” means the unit on which Avaya, at its sole discretion, bases the pricing of its licenses and can be,
without limitation, an agent, port or user, an e-mail or voice mail account in the name of a person or corporate function (e.g., webmaster or helpdesk), or a directory entry in
the administrative database utilized by the Software that permits one user to interface with the Software. Units may be linked to a specific, identified Server or an Instance of
the Software.
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Database License (DL). End User may install and use each copy or an Instance of the Software on one Server or on multiple Servers provided
that each of the Servers on which the Software is installed communicates with no more than one Instance of the same database.

CPU License (CP). End User may install and use each copy or Instance of the Software on a number of Servers up to the number indicated in
the order provided that the performance capacity of the Server(s) does not exceed the performance capacity specified for the Software. End
User may not re-install or operate the Software on Server(s) with a larger performance capacity without Avaya’s prior consent and payment of
an upgrade fee.

Named User License (NU). You may: (i) install and use each copy or Instance of the Software on a single Designated Processor or Server per
authorized Named User (defined below); or (ii) install and use each copy or Instance of the Software on a Server so long as only authorized
Named Users access and use the Software. “Named User”, means a user or device that has been expressly authorized by Avaya to access
and use the Software. At Avaya’s sole discretion, a “Named User” may be, without limitation, designated by name, corporate function (e.g.,
webmaster or helpdesk), an e-mail or voice mail account in the name of a person or corporate function, or a directory entry in the
administrative database utilized by the Software that permits one user to interface with the Software.

Shrinkwrap License (SR). You may install and use the Software in accordance with the terms and conditions of the applicable license
agreements, such as “shrinkwrap” or “clickthrough” license accompanying or applicable to the Software (“Shrinkwrap License”).

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by Avaya as part of its purchase of the Nortel Enterprise Solutions Business
in December 2009. The Heritage Nortel Software is the software contained within the list of Heritage Nortel Products located at
https://support.avaya.com/Licenselnfo under the link “Heritage Nortel Products” or such successor site as designated by Avaya. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage Nortel Software provided hereunder solely to the extent of the authorized
activation or authorized usage level, solely for the purpose specified in the Documentation, and solely as embedded in, for execution on, or for
communication with Avaya equipment. Charges for Heritage Nortel Software may be based on extent of activation or use authorized as
specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the Documentation, Software, Hosted Service, or
hardware provided by Avaya. All content on this site, the documentation, Hosted Service, and the product provided by Avaya including the
selection, arrangement and design of the content is owned either by Avaya or its licensors and is protected by copyright and other intellectual
property laws including the sui generis rights relating to the protection of databases. You may not modify, copy, reproduce, republish, upload,
post, transmit or distribute in any way any content, in whole or in part, including any code and software unless expressly authorized by Avaya.
Unauthorized reproduction, transmission, dissemination, storage, and or use without the express written consent of Avaya can be a criminal,
as well as a civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine. Each product has its own ordering code and license types. Note that each
Instance of a product must be separately licensed and ordered. For example, if the end user customer or Avaya Channel Partner would like to
install two Instances of the same type of products, then two products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or portions thereof included in the Software or Hosted Service may contain
software (including open source software) distributed under third party agreements (“Third Party Components”), which contain terms regarding
the rights to use certain portions of the Software (“Third Party Terms”). As required, information regarding distributed Linux OS source code
(for those products that have distributed Linux OS source code) and identifying the copyright holders of the Third Party Components and the
Third Party Terms that apply is available in the products, Documentation or on Avaya’s website at: https://support.avaya.com/Copyright or
such successor site as designated by Avaya. The open source software license terms provided as Third Party Terms are consistent with the
license rights granted in these Software License Terms, and may contain additional rights benefiting You, such as modification and distribution
of the open source software. The Third Party Terms shall take precedence over these Software License Terms, solely with respect to the
applicable Third Party Components to the extent that these Software License Terms impose greater restrictions on You than the applicable
Third Party Terms.

The following applies if the H.264 (AVC) codec is distributed with the product. THIS PRODUCT IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEQO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP:/WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S HOSTING OF AVAYA PRODUCTS OR SERVICES. THE PRODUCT OR
HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS SUBJECT TO THIRD PARTY TERMS AND REQUIRE A SERVICE
PROVIDER TO BE INDEPENDENTLY LICENSED DIRECTLY FROM THE THIRD PARTY SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE AUTHORIZED IN WRITING BY AVAYA AND IF THOSE HOSTED PRODUCTS USE OR
EMBED CERTAIN THIRD PARTY SOFTWARE, INCLUDING BUT NOT LIMITED TO MICROSOFT SOFTWARE OR CODECS, THE AVAYA
CHANNEL PARTNER IS REQUIRED TO INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE AGREEMENTS, AT THE AVAYA
CHANNEL PARTNER’S EXPENSE, DIRECTLY FROM THE APPLICABLE THIRD PARTY SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED THE G.729
CODEC, H.264 CODEC, OR H.265 CODEC, THE AVAYA CHANNEL PARTNER ACKNOWLEDGES AND AGREES THE AVAYA CHANNEL
PARTNER IS RESPONSIBLE FOR ANY AND ALL RELATED FEES AND/OR ROYALTIES. THE G.729 CODEC IS LICENSED BY SIPRO
LAB TELECOM INC. SEE WWW.SIPRO.COM/CONTACT.HTML. THE H.264 (AVC) CODEC IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (I) ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (Il) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM.
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Compliance with Laws

Customer acknowledges and agrees that it is responsible for complying with any applicable laws and regulations, including, but not limited to
laws and regulations related to call recording, data privacy, intellectual property, trade secret, fraud, and music performance rights, in the
country or territory where the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can result in substantial additional charges for your telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You need technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States and Canada. For additional support telephone numbers, see the Avaya
Support website: https://support.avaya.com or such successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can be found in the Security Policies and Support section of
https://support.avaya.com/security. Suspected Avaya product security vulnerabilities are handled per the Avaya Product Security Support Flow
(https://support.avaya.com/css/P8/documents/100161515).

Downloading Documentation
For the most current versions of Documentation, see the Avaya Support website: https://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for product or Hosted Service notices and articles, or to report a problem with your
Avaya product or Hosted Service. For a list of support telephone numbers and contact addresses, go to the Avaya Support website:
https://support.avaya.com (or such successor site as designated by Avaya), scroll to the bottom of the page, and select Contact Avaya
Support.
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IP Office Video Softphone:

1. IP Office Video Softphone

This guide covers the installation of the IP Office Video Softphone application. Though the application installs on individual
user PCs, it also requires configuration changes on the IP Office system. Therefore, only installers with with system

configuration experience should install the application.

Support

This installation manual covers installation of the Version 4.0 softphone on IP Office Release 9.1 systems:

e Existing legacy Version 3.2 softphones are only supported for existing users on systems upgraded to IP Office
Release 9.1. When upgraded, a Legacy Softphone license is created for every existing Teleworker, Office
Worker, Mobile Worker and Power User license. The Legacy Softphone licenses are then used to enable
softphone users.

e The new Version 4.0 softphone is supported for new Mac users.

e It supports Mac OS 10.8 (Mountain Lion), 10.9 (Mavericks) and 10.10 (Yosemite). Existing legacy Version 3.2
softphone users wanting to use those OS's should also be upgraded to Version 4.0.

e The Mac IP Office Video Softphone Version 4.0 uses a separate Mac IP Softphone license. It can also use
the Legacy Softphone licenses if no further Mac IP Softphone licenses are available.

e New Windows users should be installed with Avaya Communicator.

Softphone Operation
e When the IP Office Video Softphone starts and registers with the IP Office system, the system creates a temporary
extension record using the next available extension number. You cannot edit the temporary extension record. The
system automatically deletes the temporary record a few minutes after the IP Office Video Softphone logs off.

e The user logs into IP Office Video Softphone using their extension number in the same way as for users hot
desking onto a physical phone extension. Their extension number become the IP Office Video Softphone extension

number whilst they use the application.

o If the user was previously using another extension, the system automatically logs them off that extension when
they login to the IP Office Video Softphone.

o If the user logs into IP Office Video Softphone on another PC having already logged in on one PC, the system
automatically logs out the previous session. It takes up to 3 minutes for the previous session to reflected that.
However, the system immediately redirects incoming calls to the new session.
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1.1 User PC Requirements

The following are the minimum and recommended requirements for IP Office Video Softphone Version 4.0.
¢ Operating System: Mac OS 10.8 (Mountain Lion) to 10.10 (Yosemite).
¢ Processor: Intel Core i5.
¢ Memory:
¢ Minimum: 1GB RAM.
e Optimal: 2GB RAM.
e Hard Disk Space: 50MB.
e Sound Card: Full-duplex, 16-bit or use USB headset.

Multimedia Device Requirements

The IP Office Video Softphone requires both speakers and a microphone to make calls. Any of the following configurations
are acceptable:

e External speakers and microphone.
e Built-in speakers and microphone.
e Dual-jack multimedia headset.

¢ USB multimedia headset.

e USB phone.

You can configure HID-compliant devices to work with the IP Office Video Softphone to support functions such as hook-
switch control.

Video Cameras

Calls made with the IP Office Video Softphone will work without a video camera, but a video camera is necessary to allow
other parties to see your image. The IP Office Video Softphone works with most USB video cameras.
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IP Office Video Softphone: User PC Requirements

1.2 General Requirements
Hardware
e The IP Office system must include VCM channels.
e For IP500 V2 systems, these are provided by installation of a IP500 VCM or IP500 Combination cards.

e For Linux based servers, these are provided automatically.

General
e IP Office details: IP address and subnet mask.

e User name and password for IP Office configuration access using IP Office Manager.
e If HTTPS is required: User name and password for IP Office security settings access.
e IP Office Video Softphone user details. The IP Office user name and password for each user.

e For presences and IM functions:
These features use the one-X Portal for IP Office application. The IP Office Video Softphone user needs to be
configured as a one-X Portal for IP Office user. In addition, for installation you require:

e The user name and password for one-X Portal for IP Office administration access.

e The XMPP domain that the one-X Portal for IP Office and IP Office Video Softphone applications should use.

1.3 License Requirements

Use of IP Office Video Softphone requires the following IP Office system licenses:

e System Licenses
Non-IP Office Server Edition systems must have Essential Edition and Preferred Edition licenses.

e User Licenses
Users can only be enabled for softphone usage by first setting their profile to Power User or Teleworker. These
are user modes licensed by the following licenses:

¢ Power User license.
e Teleworker license.

e Application License
The softphone applications also uses one of the following additional licenses:

e IP Mac Softphone
Version 4.0 softphones uses a separate Mac IP Softphone license. It can also use Legacy Softphone
licenses if no further Mac IP Softphone licenses are available.

¢ Legacy Softphone
Version 3.2 legacy softphones are only supported with a Legacy Softphone license. For systems upgraded to
IP Office Release 9.1, a Legacy Softphone license is automatically created for every existing Power User,
Teleworker, Upgrade Mobile Worker to Power User and Upgrade Office Worker to Power User

license.
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1.4 Software

The following software is required for installation of the IP Office Video Softphone application:

« IP Office Manager

A PC with IP Office Manager is required for configuration of the IP Office system. This is only required during
installation.

o IP Office Video Softphone Software

e The IP Office Video Softphone installation software is part of the IP Office Administrator Applications suite. On
the IP Office Applications DVD, the IP Office Video Softphone software is located in the AdminCD/Softphone
folder. The DVD can be downloaded from support.avaya.com.

e On Linux based servers, the softphone installer is available from the Apps Center tab of the server's web
control menus.

¢ Other Software Pre-Requisites
The following software items are pre-requisites for the IP Office Video Softphone. If not already installed, the IP
Office Video Softphone installer will attempt to download and install these items before allowing IP Office Video
Softphone installation:

e If the user PC is not able to connect to the Internet, the pre-requisites must be manually pre-installed.
The necessary files can be downloaded from Microsoft (http://download.microsoft.com). Ensure that you
download the full package for each rather than just the initial installer setup package.
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2. Installing IP Office Video Softphone

The following processes cover the general installation of IP Office Video Softphone.

Process Summary
1.Add licenses| 19

2.System configuration/ 15"

3.User configuration| 163

4.1IP Office Video Softphone software installation/ 18"

5.XMPP Domain Configuration/ 19

2.1 Adding Licenses

Use of IP Office Video Softphone requires the following IP Office system licenses:

e System Licenses
Non-IP Office Server Edition systems must have Essential Edition and Preferred Edition licenses.

* User Licenses
Users can only be enabled for softphone usage by first setting their profile to Power User or Teleworker. These
are user modes licensed by the following licenses:

o Power User license.
¢ Teleworker license.

e Application License
The softphone applications also uses one of the following additional licenses:

e« IP Mac Softphone
Version 4.0 softphones uses a separate Mac IP Softphone license. It can also use Legacy Softphone
licenses if no further Mac IP Softphone licenses are available.

e Legacy Softphone
Version 3.2 legacy softphones are only supported with a Legacy Softphone license. For systems upgraded to
IP Office Release 9.1, a Legacy Softphone license is automatically created for every existing Power User,
Teleworker, Upgrade Mobile Worker to Power User and Upgrade Office Worker to Power User
license.

To add and check licenses:
1.Using IP Office Manager, receive the current configuration from the IP Office.
2.Click on ® License in the navigation pane.
3.Click Add.
4.Paste the license key into the field for the new license and click OK.

5.The name of the license and the number of users it enables should be displayed. The Status will be listed as
Unknown.

6.Click OK.

7.Click on L'E‘ to save the configuration back to the IP Office system.
8.Receive the configuration from the IP Office again.

9. Check that the Status of the newly added license is now listed as Valid.
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Installing IP Office Video Softphone: Adding Licenses

2.2 IP Office System Configuration
The following changes are required for the IP Office system to support the logging in and out of IP Office Video Softphone
extensions.

. i"; Warning: To complete this process requires rebooting the IP Office system.

To enable system IP Office Video Softphone support:
1.Using IP Office Manager receive the current configuration from the IP Office system.

2.Select System.
System |LANL | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | veM | ccR

| Codecsl Dialer |

Name System A Locale [United States (US English) =

Location I<None> v]

Contact Infarmation

Set contact information to place System under special control

Provider 1
Device ID |
TFTP Server [P Address 0 0 0 0 )
HTTP Server IP Address 0 0 0 0
Phone File Server Type [Memor}r Card A HTTP Redirection | Off hd
Manager PC IP Address 0 0 0 0
Avaya HTTP Clients Only O
Enable Softphone HTTP Provisioning ‘ [T] Favour RIP Routes, over static routes
Auternatic Backup

e Check that Enable Softphone HTTP Provisioning is enabled.
3.Select the LAN1 or LAN2 tab depending on which LAN interface will be used by IP Office Video Softphone users to
connect to the IP Office.

4.Select the VoIP sub-tab.
Systemn | LANL |LAN2 | DMS |V0icemai| |Teleph0ny Directory Services | System E\rentsl SMTP | SMDR |Twir1ning | VCM | CCR | Codecs | Dialer |

LAN Settings 1llr'JIF’l Metwork Topology|

H323 Gatekeeper Enable
Auto-create Extn Auto-create User

[] H323 Remote Extn Enable

SIP Trunks Enable

m

SIP Registrar Enable
Auto-create Extn/User

] SIP Remote Extn Enable

Domain Mame

e Check that SIP Registrar Enable is enabled. When enabled, a separate SIP Registrar sub-tab should also
be visible.

e Check that the option Auto-create Extn/User is selected.
5.Click OK.

6.Click on lﬂ to save the configuration back to the IP Office system. If a reboot is requested allow the IP Office
system to reboot.
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2.3 IP Office User Configuration

The process below will vary depending on whether the user has a normal IP Office extension and only uses IP Office
Video Softphone occasionally or whether they will be using the IP Office Video Softphone as their regular extension.

¢ Occasional IP Office Video Softphone User
If the user normally uses another IP Office extension, the existing user record and matching extension record can
remain largely unchanged. The user is automatically logged off their normal extension when they log in to IP Office
Video Softphone.

¢ Regular IP Office Video Softphone User
If the user uses IP Office Video Softphone as their main extension, do either of the following:

o If the user is new, create a new user record for the user. Do not create a matching extension record.
o If the user already exists, remove their extension number from any extension to which it it is currently
assigned. The user needs to log in to whichever telephone they want to use at any time.

To configure a user for IP Office Video Softphone:
1.Using IP Office Manager receive the current configuration from the IP Office system.

2.Select ﬁ User in the navigation pane. For a new user click on the £f new icon and enter a Name and
Extension. For an existing user locate and select their current entry.

3.Select the User tab.
| Mobility | Group Membership | Announcements | SIP | Personal Director}rl

User |\|’oicemai| | DND | ShortCodes | Source Numbers | Telephony | Forwarding | Dial In |V0ice Recording | Button Programming | Menu Programming

Name Extn201 s
Password e

Confirm Password ko]

Account Status ’Enabled hd

Full Mame

Extension 201

Email Address

m

Locale | United Kingdom (UK English) v
Priority 5 -
Systern Phone Rights [Level 2 VI
Profile [Power User v] ‘

[] Receptionist
Enable Softphone |
Enable ene-X Portal Services

e The user's Name and Password (if set), are used for logging in to IP Office Video Softphone.

¢ Using IP Office Video Softphone with no password
User's can use IP Office Video Softphone even if they have no password set. However, in that case the IM
and presence features do not work and display an error message if used.

e Depending on the user's requirements and the licenses entered into the system configuration, set the Profile
to be either Teleworker User or Power User.

e Check that the Enable Softphone option is selected.

4. Select the Supervisor Settings sub-tab.
Mobility | Group Membership | Announcements | SIp | Personal Directory|

User |Voicemai| | DND | ShortCodesl Source Numbers| Telephony |Forwarding | Dial In |‘u"0ice Recording | Button Programming | Menu Programming

Call Settings | Supervisor Settings | Multi-line Options | CallLog | TUI |

Login Code - ‘ [T] Force Legin

Login Idle Period (secs) [T] Ferce Account Code
Meniter Group ’<N0ne> v]

Coverage Group ’<None:- v] [T] Incoming Call Barring
Status on No-Answer ’Logged On (Ne change) v] [] Qutgoing Call Barring

¢ In the Login Code field enter a login code for the user. Note that while this must be set it is not the password
used for logging in to the IP Office Video Softphone application.
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Installing IP Office Video Softphone: IP Office User Configuration

5.Click on OK.

6.Repeat the process for any other IP Office Video Softphone users.

7.Click on Cﬂ to save the configuration back to the IP Office system.
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2.4 Software Installation (Mac)

e Warning: Only install the software after having completed the preceding processes in this documentation.

To install the software on a Mac PC:
1. Double-click the Softphone setup file to begin installation. The installation window appears.

2.From the installation window, click and drag the Softphone icon to the Applications folder. A progress bar
appears briefly to indicate the installation process.

3.When the installation is complete, double-click the Softphone icon in the Applications folder. The Softphone
Login window appears.

4.Enter the user name, password and login server into the corresponding fields.
5.Select the appropriate bandwidth profile for the network:
e use the standard setting Default to let IP Office select the best available transmission rate
e select Low Bandwidth if the user is working at a location where bandwidth is limited
e select High Bandwidth only if the user is connected to a network with no bandwidth limitation

6.If you are the only person who uses the PC, select the Remember login information setting to have IP Office
Video Softphone remember the name and password.

7.Selecting the Login automatically option will allow you to skip the login process the next time the IP Office Video
Softphone application is stated. The login process is still displayed for a few seconds.

8.Click Log in. The progress of the login is displayed and details of which audio devices the IP Office Video
Softphone is using are also shown.
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Installing IP Office Video Softphone: Software Installation (Mac)

2.5 Configuring the XMPP Domain

The IM and presence features of IP Office Video Softphone work via one-X Portal for IP Office. They require both
applications configured with the same XMPP domain.

e Supporting server federation
The XMPP Domain name can be a DNS domain name or the IP address of the one-X Portal server. If you
want to support server federation, or if you deploy the one-X Mobile Preferred for IP Office, then the
XMPP domain name must be one that allows federated servers to resolve the DNS.

¢ Using IP Office Video Softphone with no password
User's can use IP Office Video Softphone even if they have no password set. However, in that case the IM
and presence features do not work and display an error message if used.

To set the one-X Portal for IP Office XMPP domain:

This process assumes that you are familiar with one-X Portal for IP Office installation and configuration. For full details
refer to the Installing one-X Portal for IP Office and Administering one-X Portal for IP Office manuals.

1.Using a web browser, login to the one-X Portal for IP Office using the administrator access address.

¢ New one-X Portal for IP Office Configuration
If you are launching the one-X Portal for IP Office for the first time, the installation wizard is displayed.
Proceed with installation as per the one-X Portal for IP Office Installation manual but with the following
additional actions:

a.In Step 2, after having checked the connection to the IP Office system, select Advanced Installation
and click on Advanced Provider Options.

b.Select the IM/Presence tab.

c. In the XMPP Domain Name field enter the IP address or fully qualified domain name that should be
used.

d. Continue with the initial one-X Portal for IP Office configuration as per the one-X Portal for IP Office
Installation manual

¢ Existing one-X Portal for IP Office Configuration
If the one-X Portal for IP Office has already been installed and configured

a. Select Configuration.
b.Select IM/Presence.

c. In the XMPP Domain Name field enter the IP address or fully qualified domain name that should be
used.

d.Click Save.

e. Restart the one-X Portal for IP Office server or service.

Creating Chat Rooms

As the system administrator, you can create chat rooms for softphone users to access. Chat rooms allow users to have a
group IM session, usually on a regular basis. For example, you can create a chat room called "Marketing" so that
members of the marketing staff can open the chat room on the IP Office Video Softphone and join the conference.

You can create a chat room by creating a user account to act as the conference host. In this example, the user account is
“Marketing.” When you create a user account, the system automatically creates a chat room. For information about how
to create a user account, see IP Office Manager.
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3. Additional Processes
3.1 Using HTTPS

For additional security, IP Office Video Softphone users can be connected to the IP Office using HTTPS rather than HTTP.
The IP Office Video Softphone users then need to prefix the Login Server address they use with https:// .

In addition to the process below to enable HTTPS support, the IP Office may also require a security certificate. A
certificate can either be generated by the IP Office or downloaded to it. If the IP Office generates its own certificate,
while it does this the system may be unresponsive for up to 5 minutes. The same certificate then also needs to be
installed on the IP Office Video Softphone user's PC.

To enable HTTPS:
1. Start IP Office Manager and receive the configuration from the system.

2.Receiving the configuration will switch IP Office Manager from simplified view mode to advanced view mode
(security settings are not accessible in simplified view mode).

3.Select File | Advanced | Security Settings....
4.From the discovery menu select the IP Office and click OK.

5.Enter the systems user name and password for the security service user login. They will be different from the
name and password used for IP Office configuration access.

6.Select @ Services. The list of services should include one called HTTP. Select this service.
ﬁ Avaya IP Office R7 Manager - Security Administration - System D [7.0 {11011)] [securi - |EI|5|

File  Edt Yew Tools Help

Security Settings Service : HTTP £ - <> |

= F‘] Security Service Details |
@ General
! System (1] Name HTTR
i bty Spstem D
H Host Spztem Syztem D
-3 Services (5] ¥ ISy
’;’3 Configuration Semvice TCP Port ISEI
Security Administratic
g System Status Interfz Service Security Level ISecuna + Unzecure j
% Enhanced TSP
L EHT TR
] -4 Rights Groups (6]
-y Service Users (B)

a. If the service is not present then the system has not been upgraded to run IP Office Release 7.0 or higher
software.

b.The HTTP service affects all HTTP connections provided by the IP Office system. Changing its setting will affect
applications that use HTTP connections to the IP Office. The only option that change be changed is the
Service Security Level. The default is Secure + Unsecure, meaning both http and https can be used.

e Unsecure Only
HTTP port 80 available and used for phone files, embedded file manager, system file upgrade, one-X
Portal directory services, DECT R4 provisioning, IP Office Video Softphone provisioning.

e Secure + Unsecure
This mode (the default) allows both unsecure HTTP (see above) and secure HTTPS (see below)
connections.

e Secure, Low
HTTPS port 443 available and used for DECT R4 provisioning, IP Office Video Softphone provisioning. This
option allows secure access to that service using TLS, and demands weak (for example DES_40 + MD5)
encryption and authentication or higher. The service's unsecured TCP port is disabled.

e Secure, Medium
This option allows secure access to that service using TLS, and demands moderate (for example DES_56
+ SHA-1) encryption and authentication or higher. The service's unsecured TCP port is disabled.

e Secure, High
This option allows secure access to that service using TLS and demands strong (for example 3DES +
SHA-1) encryption and authentication, or higher. In addition, a certificate is required from the client
(usually IP Office Manager). For further details of security certificates see the IP Office Security Mode
section in the IP Office Manager manual.

7.Click on the |.'1" icon to save any changes you have made to the security settings.
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Additional Processes: Using HTTPS

3.2 Using DHCP

This manual shows the user login being performed by directly entering the IP address of the IP Office as the Login
Server.

If the user PC is configured as a DHCP client, DHCP can be used to automatically provide the Login Server details to IP
Office Video Softphone. This is done by adding an Option 120 to the DHCP scope used for the user PCs. The option
value should contain the IP address or the domain name of the IP Office.

Note that this method cannot be used for HTTP login to IP Office Video Softphone.
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3.3 Troubleshooting
3.3.1 Frequently Asked Questions

The following are common questions regarding IP Office Video Softphone operation.

Problem: The IP Office Video Softphone cannot log into even though the username and
password are correctly entered

e Answer: In many cases, this is because the System/LAN1/SIP Registrar tab has a Domain Name entered for
SIP registration purposes that is not actually qualified on the network, in other words it is not a true DNS Name.
The workaround is to delete this entry and just use the IP Address of the IP Office.

Problem: I see a number of SIP Extensions created in IP Office Manager that I cannot
delete

e Answer: When you log in with IP Office Video Softphone, a temporary extension is created in the IP Office
configuration. The extension record cannot be edited or deleted. The extension record is automatically deleted
approximately 5 minutes after the IP Office Video Softphone is logged out.

Problem: After first use of IP Office Video Softphone, subsequent changes to users and
group are not reflected in the IP Office Video Softphone directory until the IP office is
rebooted

e Answer: The IP office can take up to an hour to update IP Office Video Softphone directories with IP Office
directory changes.

3.3.2 Notes

The following special notes apply to softphone operation on IP Office compared to other phone types:
e When a video call is put on hold, any hold reminder call is audio only when answered.
e A softphone user can reject a reminder call, other type of phone users cannot.

e The IP Office Video Softphone does not support IP Office account codes.
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4. Document History

Date Issue |Change Summary

28th August 2014 05a |Update for Release 9.1.

25th November 2014 05b |Update of version 4.0 OS support to match official confluence source (now
supports Mac 10.10).

3rd December 2014 05c | Minor text correction for 10.0 that should have been 10.10.

16th April 2015 05d |Correct appearance of old name for Avaya Communicator.

5th February 2016 05e |Clarification to license requirements/ 11,
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